Quick Reference Guide V1.0 for the CMS Security Assessment and Authorization (CA) Identity and Authentication (IA)

C M S Required Security and Privacy COHthl Non-Cloud Baselines FedRAMP / Cloud Baselines Non-Cloud Baselines FedRAMP / Cloud Baselines
CENTERS FOR MEDICARE & MEDICAID SERVICES Baselines ID ContrOI L M H L M H ID ContrOI L M H L M H
‘OFFICE OF INFORMATION TECHNOLOGY : I :
Security Assessment and Identification and
based on NIST SP 800-53 Rev.4 CA-1 |Authorization Policies and Y Y Y Y Y Y IAL | Authentication Policy and Y Y Y Y % Y
Procedurest Procedurest
Access Control (AC) Y-1,2 Identification and Y-1,|v-1,2, | v-1,2,3 Y-1,2,| ¥-1,2,3
Non-Cloud Baselines FedRAMP / Cloud Baselines Sa SR ASIEEUES v Y-1 A Y-1 3 el e 1A-2 Authentication (Organizational | 11, |3, 8, 11,4, 8,9, 11, Y121 3,5,8,| 45,89,
D Control L M H L M H CA-3 |System Interconnections Y | Y5 | v-5 Y |Yv-35]| Y-35 gsefs) TR — 12 | 12 12 1,12 ] 11,12
CA-5  |Plan of Acti d Milest Y Y Y Y Y Y y evice ‘dentncation an
Access Control Policy and an ot Action and Milestones IA-3 | Authentication N Y Y N Y Y
AC-1 Procedurest Y Y Y Y Y Y CA-6 | Security Authorization Y Y Y Y Y Y —
- — IA-4 Identifier Management Y Y Y Y Y-4 Y-4
Y-1.2 | Y-1.2 3 CA-7 Continuous Monitoring Y Y-1 Y-1 Y Y-1 Y-1,3
v-12 |¥-L23 345 | 45709 - - . Y-1,|v-1,2|v123 |v-1 |V 12| Y1253
AC-2 | Account Management Y 34| 451 | Y 2o ERERE CA-8 | Penetration Testing N A Y Y -1 Y-1 IA-5 | Authenticator Management 0 et 11| 11346 | 4678,
: 2,13 10. 12 ‘i3 CA-9 |Internal System Connections Y Y Y \4 ' Y 11 11,13
- ad- IA-6 Authenticator Feedback \% \% Y \% Y Y
AC-3 Access Enforcement Y Y Y Y Y Y Omitted: CA-4 Crvnt hic Modul
ryptographic Module
AC-4 | Information Flow Enforcement | N Y Y N | y-21 | Y-821 IA-7 Au}gﬁen%icaption Y Y Y Y Y Y
AC-5 | Separation of Duties N Y Y N Y Y —— P — v-1 v-12 |y.123 v-1 V-1 2
: ; entification and Authentication "lY-1,2,|Y-1, 23, "ly-1,2,
- Y-1,2,|Y-1,2,3, v-1,2 | Fh23 Configuration Management (CM) A8 | (Non-Organizational Users) 23| 3% 4 23,1 '3 |V"1L234
AC-6 |Least Privilege N 159'10! 59 10 N 59’10 57859, Non-Cloud Baselines FedRAMP / Cloud Baselines 4 4
10 - PR " - - N - - Omitted: 1A-9, IA-10, IA-11
AC-7 | Unsuccessful Logon Attempts Y Y Y Y Y Y-2
AC-8 | System Use Notification Y Y Y Y Y Y cm-1  |Configuration Management Y Y Y Y Y Y .
- Policy and Procedures Incident Response (IR
AC-10 | Concurrent Session Control N N Y N Y Y B T P (IR) Non-Cloud Basel FedRAMP / Cloud Baseli
AC-11 |Session Lock N | v-1 v-1 N | Y-1 v-1 CM-2  |Baseline Configuration y |V % 3, |Y- 1’72' Sl v Y'?,1*72* Y-1,2.3,7 on-Cloud Baselines e oud Baselines
. - ! ID Control L M H L M H
AC-12 | Session Termination N Y Y N Y Y-1 CM-3 |Configuration Change Control N Y-2 Y-1,2 N Y Y-1,2,4,6
Permitted Actions Without il : : C . ) Incident Response Policy and
AC-14 Identification or Authentication Y Y Y Y Y Y CM-4 | Security Impéct.AnaLyS|s Y Y Y-1 Y Y Y-1 IR-1 Procedurest Y Y Y Y Y Y
v-12 | y-1 2 3 v-12 | v-1.2.3 CM-5 Aﬁcess Restrictions for N Yy |vn23] N |[YL13Iv1235 IR-2  |Incident Response Training Y Y v-1,2 | v Y Y-1,2
AC-17 | Remote Access -9 549 a9 | Y |349 49 Change 5 3 ” - 5 Vo 5 Vo
. ' . ' CM-6 |Configuration Settings Y Y Y-1,2 Y Y-1 Y-1,2 I LS SR i S I i Y- - i Y- -
. Y-1,3, 4, - - . . Y-1,2,3,
AC-18 | Wireless Access Y Y-1 [Y-1,45] Y Y-1 5 CM-7  |Least Functionality v |Y ‘11 2, |y. 1,25] v Y é 20 v 1,2,5 IR-4 Incident Handling Y Y-1 Y-1,4 Y Y-1 4.6,8
AC-19 gcc_ess Control for Mobile v Y-5 Y-5 v Y-5 Y-5 ome Information System v |vus 23] | Y-1,3 | Y-1,2 3, IR-5 Incident Monitoring Y Y Y-1 Y Y Y-1
Ece : Component Inventory 5 4,5 5 4,5 IR-6 Incident Reporting Y - Y-1 Y Y-1 Y-1
AC-20 g;;g;gfema' lulennatieg v | v-1,2| ve1.2 | v [v-12] v-1,2 cuo | Configuration Management Y y N y y IR-7 _|Incident Response Assistance | Y | Y-1 | Y-1 Y | v-1.2]| v-1,2
Plan IR-8 Incident Response Plan Y Y Y Y Y
Got Informatlon Sharlng Il Y 1 Il Y 1 CM-10 |Software Usage Restrictions Y Y Y Y Y-1 Y-1 ; ] " V-1 2
AC-22 | Publicly Accessible Content Y Y Y Y Y Y CM-11_|User-Installed Software Y v Y v Y v-1 IR-9 Information Spillage Response N N N N 3.4 Y-1,2,3,4
Non-Mandatory: AC-9, AC-16 .
. ! : Non-Mandatory: IR-10
Omitted: AC-13, AC-15, AC-23, AC-24, AC-25 on-Mandatory
Awareness and Training (AT . . i
g (AT) . . Contingency Planning (CP) Maintenance (MA)
Non-Cloud Baselines FedRAMP / Cloud Baselines Non-Cloud Baselines FedRAMP / Cloud Baselines Non-Cloud Baselines FedRAMP / Cloud Baselines
ID Control L M H L M H 1D Control L M H L M H 1D Control L M H L M H
Security Awareness and . . . ; :
AT-1  |Training Policy and Y Y \% Y \'% Y cp.1 | Contingency Planning Policy v v v v v v MA-1 ggﬁtg?;mﬁ::?me Poliey Y Y Y Y Y %
Procedurest and Procedurest
- — MA-2 |Controlled Maintenance Y Y Y-2 Y Y Y-2
AT-2  |Security Awareness Trainingt | Y Y-2 Y-2 Y Y-2 Y-2 cP-2 | Contingency Plan y |Y"L3]Y-1231 | |Y-12]Y-123, : 13
AT-3 Role-Based Security Training | Y Y Y Y Y Y-3,4 8 E 3.8 o MA-3 |Maintenance Tools N Y-1,2|Y-1,2,3 N B 3’ 1 Y-1,2,3
- — CP-3 Contingency Training Y Y Y-1 Y Y Y-1
AT-4 Security Training Records t Y Y Y Y Y Y B ; B 3 B -
e ATE CP-4 |Contingency Plan Testing v v-1 Y-1,2 Y Y-1 Y-1.2 MA-4  |Nonlocal Maintenance Y Y-1,2 |Y-1,2,3 Y Y-2 Y-2,3,6
' CP-6 |Alternate Storage Site N [y-1,3]v-1,23] N [y-1,3] v123 MA-5 |Maintenance Personnel Y Y v-1 Y v-1
Audit and Accountability (AU ) - 3 MA-6 | Timely Maintenance N Y Y N Y
y( ) ) . CP-7 |Alternate Processing Site N Y-1,2,1¥-1,2,3, N Y-1.2, Y-1,2,3,4
Non-Cloud Baselines FedRAMP / Cloud Baselines 3 4 3
ID Control L M H L M H CP-8 |Telecommunications Services N o|y-1,2 |7 1’42’ S| N |v- 1,2 |Y-1,2,3,4
AU-1 Audit and Accountability v v v v v v ] Y-1.2 3 Media Protection (MP)
Policy and Procedurest CP-9 |Information System Backup Y Y-1 5 | Y | Y-13]Y-1,235 Non-Cloud Baselines FedRAMP / Cloud Baselines
AU-2 | Audit Events i Y-3 =2 v Y-3 e cp.1o |Information System Recovery | | ., | v.p 4 v | oy ID Control L M H L M H
AU-3 Content of Audit Records Y Y-1 Y-1,2 Y Y-1 Y-1,2 and Reconstitution ’ ’ - - -
- - - MP-1 Media Protection Policy and v v Y v v v
AU-4 | Audit Storage Capacity Y Y Y Y Y Y Omitted: CP-5, CP-11, CP-12, CP-13 Procedurest
AU-5 'F:%;Tl?g;se to Audit Processing |, v Y-1,2 Y Y Y-1,2 MP-2  |Media Access Y Y Y Y Y Y
MP-3  |Media Marking N Y Y N Y Y
AU-6 Audit Review, Analysis, and v v-1.3 |Y-1356 v v-13 Y-1, 3,4, . :
Reporting ' 192 '3 | 5,67, 10 CISO Contact Information MP-4 | Media Storage N Y Y N Y Y
AU-7  |Audit Reduction and Report N v-1 v-1 N v-1 V-1 MP-5 | Media Transport N Y-4 Y- 4 N Y-4 Y-4
Generation CMS Information Security and Privacy Group (ISPG): MP-6 |Media Sanitization Y Y Y-1,2,3| v -2 | Y-1,2,3
AU-8 | Time Stamps Y Y-1 Y-1 Y Y-1 Y-1 https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS- MP-7 | Media Use Y Y-1 Y-1 Y 1 Y-1
AU-9 Protection of Audit Information| Y Y-4 |Y-2,3,4 Y Y-2,4 | Y-2,3,4 Information-Technology/InformationSecurity/Information- ’\CAICIS 1 Media Related Records % Y Y N N N
AU-10 |Non-Repudiation N N Y N N Y Security-Library.html i
AU -11 |Audit Record Retention Y Y Y Y Y Y Mailto: CISO@cms.hhs.gov Non-Mandatory: MP-8
AU -12 | Audit Generation Y Y Y-1,3 Y Y Y-1,3

Non-Mandatory: AU-16
Omitted: AU-13, AU-14, AU-15


https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Information-Security-Library.html
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Information-Security-Library.html
https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Information-Security-Library.html
mailto:CISO@cms.hhs.gov

Physical and Environmental Protection (PE)

Non-Cloud Baselines

FedRAMP / Cloud Baselines

Risk Assessment (RA)

Non-Cloud Baselines

FedRAMP / Cloud Baselines

ID Control L M H L M H
RA-1 Risk Assessment Policy and v v v v v v
Procedurest
RA-2 Security Categorization Y Y Y Y Y Y
RA-3 Risk Assessment Y Y Y Y Y Y
Y-1,2
. ) Y-1,2,|Y-1,2,4 '1Y-1,2,3,4
: vul | ) 2, v 2, 4, 2,3, 4,
RA-5 ulnerability Scanning Y 5 5 Y 3, 58 6, 5 6,8, 10
Omitted: RA-4. RA-6
System and Services Acquisition (SA)
Non-Cloud Baselines FedRAMP / Cloud Baselines
1D Control L M H L M H
System and Services
SA-1 Acquisition Policy and Y Y Y Y Y Y
Procedurest
SA-2 Allocation of Resources Y Y Y Y Y Y
SA-3 System Development Life Cycle Y Y Y Y Y
Y-1, 2,
SA-4  |Acquisition Process v-10| oL 2 1Y-129, 1 8,9, Vel 2 8 8
9,10 10 10
10
Information System
SA-5 Documentation Y Y Y Y Y Y
SA-8 Security Engineering Principles N Y Y N Y Y
External Information System Y-1, 2,
SA-9 Services Y Y-2 Y-2 Y 4.5 Y-1,2,4,5
SA-10 Developer Configuration N v v N V-1 Y-1
: Management . )
Developer Security Testing and Y-1,2,
SA-11 | Eyaluation N Y Y N 8 Y-1,2,8
SA-12 |Supply Chain Protection N N Y N N Y
Development Process,
SA-15 Standards, and Tools N Y-9 Y-9 N N W
SA-16 |Developer-Provided Training N N Y N N Y
SA-17 Developer Security Architecture N N v N N v

and Design

Non-Mandatory: SA-13, SA-21, SA-22

Omitted: SA-6, SA-7, SA-14, SA-18, SA-19, SA-20

System and Communications Protections (SC)

Non-Cloud Baselines

FedRAMP / Cloud Baselines

ID Control L M H L M H

Physical and Environmental
PE-1 Protection Policy and Y Y Y Y Y Y

Procedurest
PE-2 Physical Access Authorizations| Y Y Y Y Y Y
PE-3 Physical Access Control Y Y Y-1 Y Y Y-1
PE-4 Access _Co_ntrol for_ N v v N v v

Transmission Medium
PE-5 Acc_ess Control for Output N v v N v Y

Devices
PE-6 Monitoring Physical Access Y Y-1 Y-1,4 Y Y-1 Y-1,4
PE-8 |Visitor Access Records Y Y Y-1 Y Y Y-1
PE-9 Power Equipment and Cabling N Y Y N Y Y
PE-10 |Emergency Shutoff N Y Y N Y Y
PE-11 |Emergency Power N Y Y-1 N Y Y-1
PE-12 |[Emergency Lighting Y Y Y Y Y Y
PE-13 |Fire Protection Y Y-3 Y-1,2,3 Y Y-2, Y-1,2,3
PE-14 Temperature and Humidity v v v v Y-2 Y- 2

Controls
PE-15 |Water Damage Protection Y Y Y-1 Y Y Y-1
PE-16 |Delivery and Removal Y Y Y Y Y Y
PE-17 |Alternate Work Site Y Y N Y Y
PE-18 é%(;sggzeogtlsnformation System N N v N N v

Omitted: PE-7, PE-19, PE-20
Planning (PL)
Non-Cloud Baselines FedRAMP / Cloud Baselines
ID Control L M H L M H
PL-1 gtre(;:cuggﬁr?s:ning Policy and v v v v v v
PL-2 System Security Plan Y Y-3 Y-3 Y Y-3 Y-3
PL-4 Rules of Behaviort Y Y-1 Y-1 Y Y-1 Y-1
pug | plomaton Secuty v v oy v |y
Omitted: PL-S, PL-5, PI-6, PI-7, PL-9
Personnel Security (PS)
Non-Cloud Baselines FedRAMP / Cloud Baselines

ID Control L M H L M H
PS-1 Iztr-:‘;ggﬂtr—:‘elSSTecurity Policy and v v v v v v
PS-2 Position Risk Designation Y Y Y Y Y Y
PS-3 Personnel Screening Y Y Y Y Y-3 Y-3
PS-4 Personnel Termination Y Y Y-2 Y Y Y-2
PS-5 Personnel Transfer Y Y Y Y Y Y
PS-6 Access Agreements Y Y Y Y Y Y
PS-7 Third-Party Personnel Security [ Y Y Y Y Y Y
PS-8 Personnel Sanctions Y Y Y Y Y Y

ID Control L M H L M H
Cryptographic Key
SC-12 |Establishment and Y Y Y-1 Y Y-2,3| Y-1,2,3
Management
SC-13 |Cryptographic Protection Y Y Y Y Y Y
SC-15 Collgboratlve Computing v-1 v-1 Y-1 v Y v
Devices
SC17 Publﬂlc‘: Key Infrastructure N v v N Y v
Certificates
SC-18 |Mobile Code N Y Y N Y Y
SC-19 |Voice Over Internet Protocol N Y Y N Y Y
Secure Name/Address
SC-20 |Resolution Service Y Y Y Y Y Y
(Authoritative Source)
Secure Name/Address
SC-21 |Resolution Service (Recursive Y Y Y Y Y Y
or Caching Resolver)
Architecture and Provisioning
SC-22 |for Name/Address Resolution Y Y Y Y Y Y
Service
SC-23 |[Session Authenticity N Y Y N Y Y-1
SC-24 |Fail in Known State N N Y N N Y
SC-28 Protection of Information at N v v N v-1 v-1
Rest
SC-39 |Process Isolation Y Y Y Y Y Y
SC- . .
CMS1 Electronic Mailt Y Y Y N N N
SC- Website Usage Y Y Y N N N
CMS-2 9
Non-Mandatory: SC-32
Omitted: SC-9, SC-11, SC-14, SC-16, SC-25, SC-26, SC-27, SC-29, SC-30, SC-31, SC-33,
SC-34, SC-35, Sc-36, SC-37, SC-38, SC-40, SC-41, SC-42, SC-43, SC-44
System and Information Integrity (SI)
Non-Cloud Baselines FedRAMP / Cloud Baselines
ID Control L M H L M H
System and Information
SI-1 Integrity Policy and Y Y Y Y Y Y
Procedurest
SI-2 Flaw Remediation Y Y-2 Y-1,2 Y Y-2,3| Y-1,2,3
SI-3  |Malicious Code Protection v vzl vr2 | v [VE2va27
Y-1,2,4,
Y-2 4 Y-1,2,| 5,11, 14,
Sl-4 Information System Monitoring [ Y 5’ '1Y-2,4,5 Y |4,5,14,| 16, 18, 19,
16, 23 | 20, 22, 23,
24
Security Alerts, Advisories,
SIS and Directives \ Y V=5 v Y Rt
SI-6 Security Function Verification N N Y N Y Y
Software, Firmware, and Y-1,2,5, . Y-1,2,5,
SI-7 Information Integrity N Y-1.7 7,1 N Y17 7,1
SI-8 Spam Protectiont N Y-1,2 Y-1,2 N Y-1,2 Y-1,2
SI-10 |Information Input Validation N Y Y N Y Y
SI-11  |Error Handling N Y Y N Y Y
SI-12 Informgtlon Handling and v v v v v v
Retention
SI-16 Memory Protection N Y Y Y Y Y

ID Control L M H L M H
System and Communications
SC-1 Protection Policy and Y Y Y Y Y Y
Procedurest
SC-2  |Application Partitioning N Y Y N Y Y
SC-3 Security Function Isolation N N Y N N Y
Information in Shared
SC-4 ResOUrces N Y Y Y Y Y
SC-5 Denial of Service Protection Y Y Y Y Y Y
SC-6 Resource Availability N N N N Y Y
Y-3,4,| Y-3,4,5
Y-3 4.5 , 4, 4,5,
. Y- 3, 4, AN 57,8, |7,8,10, 12,
SC-7 Boundary Protection Y 57 7, 82,118, Y 12,13, | 13, 18, 20,
18 21
sc-8 Transmlss'lon Confidentiality N V-1 v-1 N v-1 v-1
and Integrity
SC-10 |Network Disconnect N Y Y N Y Y

Omitted: SI-9, SI-13, SI-14, SI-15, SI-17




Program Management (PM) Appendix J: Privacy Controls for Moderate and High Systems Legend

Non-Cloud Baselines FedRAMP / Cloud Baselines . S . agyn
Processing, Storing, or Transmitting Pll and PHI If an enhancement is listed (Y- x, where “x” is one or more numbers), the control
ID Control L M H L M H .
Authority and P (AP) is selected!
- - utnority an urpose
PM-1 :::g)r:?atlon Security Program v v v Y Y v y p
AP-CMS-1 | Authority and Purpose Policy and Procedures (Non-Mandatory) t High High Security Categorization Y Control selected
Senior Information Security N -
PM-2 Officert Y Y Y Y Y Y it AU D CEllEEE Mod Moderate Security Categorization Y-1,2,... Control enhancements selected
- - AP-2 Purpose Specification . o
B Information Security Low Low Security Categorization N Control not selected
PM-3 ResoUrces Y Y Y Y Y Y B ] ]
Accountability, Audit, and Risk Management (AR)
PM-4 Plan of Action and Milestones v v Y v v Y — - - - ) ) )
™ | Processt AR-CMS-1 f\,\(,:cou,\r),tatgmty' A)“?'ty and Risk Management Policy and Procedures A Control/enhancement is required by CMS for any system designated as an HVA
- on-Mandatory ) ) _
PM-5 |nf0fmatf0n SYStefﬁ Inventory | Y Y Y Y Y Y AR Governance and Privacy Program T t OdC;‘jISO inheritable h_);_brld I(_:o_n‘[roI/((:jontroI (znhancgment. Eﬁchosg;séeon}gnsugtf
PM-6 Information Security Measures v v Y v v Y AR2 Privacy Impact and Risk Assessment 1 aaaress system specific policies and procedures. Contact the or
of Performancet : : : : detalils.
PM-7 Enterprise Architecturet Y Y v v v v AR-3 Pr!vacy Reqt'ure.ments for Cc.Jr.wtractors and Service Providers T
PM-8 |Critical Infrastructure Plan Y Y Y Y Y Y AR-4 Privacy Monitoring and Auditing t N Mandat Control trols that CMS ds b idered but
- i ini on-Mandator ontrols are controis tha recommenas be considere ut are
PM-9 |Risk Management Strategy Y Y Y Y Y Y ARS Privacy Awareness and Training f . y L . .
PM-10 | Security Authorization Process | Y v v v v v AR-6 Privacy Reporting not required under the minimal baseline. Business owners are encouraged to look at
== _ AR-7 Privacy-Enhanced System Design and Development these controls for selection and implementation within their environment if risk dictates.
PM-11 Mission/Business Process v v v Y Y v . -
Definition AR-8 Accounting of Disclosures . . . . .
. Omitted Controls are those controls that were deemed discretionary for implementation
PM-12_|Insider Threat Program Y Y Y Y Y Y Data Quality and Integrity (DI) within CMS or have been withdrawn by NIST.
PM-13 |Information Security Workforce [ Y Y Y Y Y Y
- — DI-CMS-1  |Dat lit d Integrity Poli d P d Non-Mandat . L . .
PM-14 Testing, Training, and v v v v v v ata Qua ' y and Integrity Policy and Procedures (Non-Mandatory) 1 For cloud deployments, the minimal baseline is defined within the FedRAMP Reference
Monitoring Lo Dl ey Guides. These references are found at:
i i DI-2 Data Integrity and Data Integrity Board
P . ps://www.fedramp.gov/resources/documents—
PM-16 |Threat Awareness Program Y Y Y Y Y Y Data Minimization and Retention (DM)
DM-CMS-1 Data Minimization and Retention Policy and Procedures (Non- Tallies (Controls/Control Enhancements)
Mandatory) 1
DM-1 Minimization of Personally Identifiable Information Standard Baselines H: 195/178 M: 186/106 L:139/12
DM-2 Data Retention and Disposal Cloud Baselines H: 194/249 M: 186/161 L:139/9
DM-3 Minimization of PIl Used in Testing, Training,
and Research Added to address PII/PHI H: 20/10 M: 20/10 L: 20/10
Individual Participation and Redress (|P) Standard Baselines with H: 215/188 M: 206/116 L: 159/22
IP-CMS-1 Individual Participation and Redress Policy and Procedures (Non- Prlvacy ) . )
Mandatory) t Cloud Baselines with Privacy H:214/259 M: 206/171 L:159/19
IP-1 Consent
1P-2 Individual Access
IP-3 Redress
P-4 Complaint Management
Security (SE)
SE-CMS-1 |Security Policy and Procedures (Non-Mandatory)
SE-1 Inventory of Personally Identifiable Information
SE-2 Privacy Incident Response
Transparency (TR)
TR-CMS-1 |Transparency Policy and Procedures (Non-Mandatory) t
TR-1 Privacy Notice
TR-2 System of Records Notices and Privacy Act Statements
TR-3 Dissemination of Privacy Program Information
Use Limitation (UL)

UL-CMS-1 |Use Limitation Policy and Procedures (Non-Mandatory) t
uL-1 Internal Use
uL-2 Information Sharing with Third Parties



https://www.fedramp.gov/resources/documents-2016/

